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What Is “the Cloud,” Exactly?

“The cloud” is one of those technological expressions that nearly everyone uses and surprisingly
few people can explain. Photographs are in the cloud. Documents are saved to the cloud. Phones
are backed up to the cloud. Music, email, calendars, passwords, and movies all seem to float
somewhere above us in a mysterious digital atmosphere.

In reality, the cloud is not in the sky. It consists of enormous collections of computers owned by
companies such as Apple, Google, Microsoft, and Dropbox. When you place a file in the cloud,
you are storing it on one or more of those companies’ computers and accessing it through the
internet. That sounds simple enough, but confusion arises because cloud services perform three
related but different jobs: storing, synchronizing, and backing up files.

Understanding those differences can prevent unpleasant surprises.

Cloud Storage: A Filing Cabinet Somewhere Else

Cloud storage is best understood as renting space in someone else’s filing cabinet. Instead of
keeping a document exclusively on your computer’s hard drive, you upload it to an online
service. You can then retrieve it through a browser or application from almost any internet-
connected device.

Cloud storage is useful when you want to:
 Free space on a computer or phone
» Reach files while away from home

 Share documents or photographs with other people



» Keep important material available if a device is lost
* Work on the same document from several locations

A file stored only in the cloud may not be available when you lose your internet connection.
Most services therefore let you mark selected files for offline use, placing a local copy on the
device. This leads us to synchronization.

Synchronization: Keeping Every Copy Current

Synchronization—or syncing—Xkeeps the same files updated in several places. Imagine that you
have a document on your desktop computer, laptop, and phone. When the file is synchronized
through the cloud, an edit made on the laptop appears automatically on the other devices. Add a
photograph on the phone, and it appears in the online account. Rename a folder on the desktop,
and the new name appears everywhere.

Syncing is wonderfully convenient, but it has a dangerous characteristic: mistakes can also
synchronize. If you delete a synchronized file from one device, that deletion may spread to the
cloud and every other connected device. If a file becomes corrupted, the damaged version may
replace the good copies. If someone gains access to the account and removes files, the deletions
may travel throughout the system.

Most cloud services provide a recycle bin and maintain earlier versions for a limited time. That
safety net is valuable, but it does not turn synchronization into a complete backup system.

Backup: A Copy Reserved for Trouble

A backup is a separate copy created so that information can be recovered after something goes
wrong. The difference lies largely in purpose. A synchronized file is meant to remain available
and current everywhere. A backup is meant to preserve information so it can be restored after
accidental deletion, equipment failure, theft, corruption, or another disaster.

A good backup should not depend entirely upon the same account, device, or automatic process
as the original. If deleting the original immediately deletes every other copy, you do not have
much of a backup.

The familiar “3-2-1” guideline remains useful:

» Keep at least three copies of important information.

+ Store those copies on at least two different kinds of media or systems.
» Keep at least one copy somewhere else.

For example, a manuscript might exist on a computer, in a cloud account, and on an external
drive that is disconnected when not in use. Cloud synchronization can be one part of a sound
backup plan, but it should not necessarily be the entire plan.



Why the Terminology Becomes Confusing

Technology companies often use the words storage, sync, and backup loosely. A service may
describe the synchronization of a computer’s Documents folder as “backing it up” because a
copy also exists online. That description is not entirely wrong. If the computer fails, the cloud
copy can help restore the files. But the same system may also synchronize deletions and
unwanted changes. It behaves partly like storage, partly like synchronization, and partly like
backup.

The safest question is not, “Does this service say it backs up my files?” Instead, ask: If I
accidentally delete or damage something today, how long do I have to recover an earlier
copy—and what happens if I do not notice the problem immediately?

Comparing the Major Cloud Services

Apple iCloud

* Free storage: 5 GB

» Best suited for: Macs, iPhones, and iPads

* Principal strength: Seamless integration with Apple devices
 Principal weakness: A small allowance shared among many services

Apple’s iCloud is not a single product. It is a collection of services that synchronize photographs,
files, contacts, calendars, notes, passwords, messages, and other information among Apple
devices. It can also store backups of iPhones and iPads.

iCloud Drive is the file-storage portion. Documents saved there can appear in the Finder on a
Mac, the Files application on an iPhone or iPad, iCloud for Windows, and the iCloud website.
The distinction between iCloud Drive and iCloud Backup is important. iCloud Drive
synchronizes individual files and folders, while iCloud Backup creates a restorable collection of
selected information from an iPhone or iPad.

Mac computers are not completely backed up to iCloud in the same way; Apple’s Time Machine
remains the standard tool for making a full Mac backup to an external drive or compatible
network destination. Apple provides only 5 gigabytes free, shared among iCloud Drive,
photographs, email, messages, and device backups. That allowance can disappear rapidly, and
additional space requires an iCloud+ subscription.

When a file is deleted from iCloud Drive, it is generally removed from connected devices and
retained in Recently Deleted for 30 days. Verdict: iCloud is the natural choice for an Apple
household, but most active users eventually need more than the free allowance.

Google Drive



* Free storage: 15 GB

Best suited for: Google and Android users
* Principal strength: Collaboration and web-based productivity
* Principal weakness: Storage is shared with Gmail and Google Photos

Google Drive stores almost any kind of file, but it is particularly strong when used with Google
Docs, Sheets, and Slides. Several people can work on the same document simultaneously, see
one another’s changes, add comments, and review earlier versions.

A free Google account includes 15 gigabytes of storage shared among Google Drive, Gmail,
Google Photos, and certain other account data. Large email attachments, photographs, videos,
and WhatsApp backups can therefore reduce the space available for documents.

Google Drive for desktop can stream files without keeping complete local copies or mirror
selected files so that full copies exist both online and on the computer. Files created or changed
on one connected device are synchronized with the others. Google Drive is available through
browsers, Windows, Mac, Android, iPhone, and iPad. It is the most natural choice for Android
users, Chromebook owners, and people who regularly collaborate through Google Docs.

Verdict: Google Drive offers the most generous free allowance in this group and is especially
good for sharing and collaboration. Remember that Gmail and photographs compete for the same
space.

Microsoft OneDrive

* Free storage: 5 GB

* Best suited for: Windows and Microsoft 365 users

* Principal strength: Integration with Windows, Word, Excel, and PowerPoint
* Principal weakness: The free allowance is modest

OneDrive is built deeply into Windows and Microsoft 365. Documents created in Word, Excel,
and PowerPoint can be saved automatically to OneDrive, opened on another device, shared with
collaborators, and restored to earlier versions.

Microsoft can also protect standard computer folders such as Desktop, Documents, and Pictures
by moving them into OneDrive’s synchronized system. Microsoft calls this folder backup. It is
useful if a computer fails because the files remain available online and on other connected
devices. It is still important to understand that the folders are synchronized. Delete a OneDrive
file from one device, and the deletion normally applies everywhere. Personal OneDrive accounts
keep deleted files in an online recycle bin for approximately 30 days.



Files On-Demand allows Windows and Mac users to see their entire OneDrive collection without
storing full copies of every file locally. Frequently used files can be kept on the device for offline
access, while less-used material remains online. Microsoft provides 5 gigabytes of free cloud
storage. Microsoft 365 subscriptions generally include much more, which makes OneDrive
substantially more attractive to paying Office users.

Verdict: OneDrive is the most convenient choice for Windows and Microsoft Office users. The
free plan is useful but too small for a large photograph or document collection.

Dropbox

* Free storage: 2 GB

* Best suited for: People who regularly exchange files across different systems
* Principal strength: Straightforward syncing and sharing

* Principal weakness: The smallest free allowance

Dropbox helped popularize modern cloud synchronization. Its central idea remains admirably
simple: place something in the Dropbox folder, and it becomes available on other connected
devices.

Dropbox works well across Windows, Mac, Android, iPhone, iPad, and the web. It is not tied as
closely to one operating system or productivity suite as iCloud, Google Drive, or OneDrive. That
neutrality has long made it popular among people and organizations using a mixture of
equipment.

The free Dropbox Basic plan begins with only 2 gigabytes of storage, although users may earn
additional space through referrals. Two gigabytes is adequate for important documents but fills
quickly with photographs or video. Dropbox distinguishes between ordinary synchronized
storage and Dropbox Backup. Synchronized files are meant for editing and sharing across
devices, while Dropbox Backup is designed to preserve selected computer folders and external-
drive contents for restoration after a problem.

Dropbox Basic generally provides a 30-day recovery period for deleted files and earlier versions.

Verdict: Dropbox remains one of the clearest and easiest cross-platform file-sharing services,
but its free storage allowance is no longer competitive with Google Drive.

Which Service Is Best?

The answer largely depends upon the devices and applications you already use:
* Choose iCloud if your household primarily uses Macs, iPhones, and iPads.

* Choose Google Drive if you use Android, Gmail, Chromebooks, or Google Docs.



* Choose OneDrive if you use Windows and Microsoft Office.

* Choose Dropbox if you want a relatively neutral service that works consistently across
different systems.

There is no rule requiring every family member or colleague to use the same service. Files can be
shared by links, downloaded, transferred, or stored in more than one cloud. Using several free
accounts may appear to provide abundant space, but scattering files among four services can
create confusion. It is usually better to select one principal service, organize it carefully, and
maintain a separate backup elsewhere.

What Does “Online Only” Mean?

Most cloud services now offer online-only files. These files appear in the computer’s ordinary
folders but occupy little local storage until opened. The computer displays a small placeholder
representing the file while the full contents remain in the cloud.

Online-only storage is useful on computers with small drives. It also creates an important
dependency: if the internet connection or cloud account is unavailable, the file may be
temporarily inaccessible. Critical documents needed during travel, emergencies, or internet
outages should be marked for offline availability. Look for an option such as “Always keep on
this device,” “Available offline,” or “Download now.”

Is the Cloud Private?

Major cloud companies encrypt files while they travel across the internet and while stored on
company servers. Encryption protects against many forms of interception and unauthorized
access. That does not necessarily mean the service uses end-to-end encryption. With ordinary
cloud storage, the provider usually retains technical control of the encryption keys and may be
able to access files when required to operate the service, enforce its rules, or comply with lawful
demands.

Apple offers optional Advanced Data Protection, which extends end-to-end encryption to
additional iCloud categories, including iCloud Drive and device backups. Other people may
prefer privacy-centered services specifically designed so the provider cannot read stored
material.

Regardless of the service, protect the account with a strong, unique password and multifactor
authentication. The most sophisticated cloud security cannot help if someone can simply log in
as you.

What Happens When You Stop Paying?

Cloud subscriptions are easy to begin and easy to forget. If a paid plan expires, the account
normally returns to its free allowance. When stored material exceeds that allowance,
synchronization, uploads, email, or other features may stop working.



Companies generally provide warnings and an opportunity to remove files or renew the
subscription. They should not, however, be treated as permanent unpaid warehouses. Policies
differ, and material left over the limit or in an abandoned account may eventually be deleted.
Before canceling a plan, download important files and confirm that usable copies exist
somewhere else.

A Practical Cloud Strategy

For most people, a sensible arrangement is uncomplicated:

1 Select the cloud service that works best with your principal devices.

2 Store active documents and photographs there for convenient access.

3 Learn whether your files are online-only or also stored locally.

4 Check the service’s recycle bin and version-history period.

5 Maintain another copy of irreplaceable material on an external drive or separate service.
6 Test occasionally to make sure you can recover a deleted file.

Do not wait for an emergency to discover how restoration works.
The Bottom Line

Cloud storage keeps files on remote computers. Synchronization keeps copies current across
devices. Backup preserves a separate copy for recovery when something goes wrong. One
service may perform portions of all three jobs, but the words are not interchangeable.
Synchronization provides convenience; backup provides insurance.

The cloud is enormously useful. It allows us to carry a lifetime of documents and photographs
without physically carrying them at all. But convenience can create the illusion that anything
placed in the cloud is automatically permanent. It is not. The most important files in your life
deserve more than one home.

Sources and Further Reading

» Apple Support: iCloud+ Plans and Pricing

» Apple Support: Managing iCloud Storage

* Google Support: How Google Storage Works

* Microsoft Support: Microsoft Storage FAQs

* Microsoft Support: Restore Deleted OneDrive Files



https://support.apple.com/en-us/108047
https://support.apple.com/en-us/108922
https://support.google.com/drive/answer/9312312
https://support.microsoft.com/en-us/onedrive/microsoft-storage-faqs
https://support.microsoft.com/en-US/onedrive/restore-deleted-files-or-folders-in-onedrive

» Dropbox Help: Dropbox Basic

* Dropbox Help: Syncing Files and Backing Up Files



https://help.dropbox.com/plans/dropbox-basic-faq
https://help.dropbox.com/sync/sync-overview

